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Access Keys, authenticates users to utilize various DOME 4.0 public APIs to 
extract data from the DOME 4.0 platform, perform generic searches, and 
execute platform-specific searches.

Access Keys
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Step1: Login to the DOME 4.0 platform and go to My Profile and click 
on Access Keys in the dropdown menu.

This will take you to the Access Keys page 

Steps to Create Access Keys
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Step2: Once you are in the Access Keys page, set an expiry date for your 
access key and set the scopes and then click on Generate Key button

Steps to Create Access Keys
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Step3: Your access key will be displayed. Be sure to store it securely, 
as you won’t be able to view it again.

Steps to Create Access Keys
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Once you create your access key, you can include it in the request header as 
follows: headers={"apikey": your-api-key} along with your query URL. The URL is 
available on the respective provider or data instance pages.

Steps to Use Access Keys
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To delete your expired or compromised access keys, navigate to the 
Access Keys page and click the "Delete" button next to the key you 
wish to remove. This action is irreversible.

Steps to Delete Access Keys


